
Protect Office 365 
Secure Frictionless Authentication. 
Phishing Resistant.

The YubiKey offers the highest security and best 
user experience for protecting Office 365.

● Phishing-resistant security proven to stop account 
takeovers

● Frictionless user experience

● High ROI via user self-service 

● Works with Azure Active Directory, Active Directory, 
and leading Identity and Access Management (IAM) 
solutions

Proven to Stop Account Takeovers
● Phishing-resistant to advanced Man-in-the-Middle 

attacks

● Hardware backed public-key cryptography

● Origin binding validates whether user is signing in to the 
real site

Frictionless User Experience
● Login with a simple touch

● No need to enter cumbersome codes

● Doesn’t require shifting focus from PC to another 
screen

High ROI
● Easy to deploy and manage

● User self-service for provisioning, registration, and ac-
count recovery

● Highly durable, no batteries,  screens, or moving parts

7 Million 
YubiKeys 
Deployed

Log in 4X 
Faster

90% Reduction 
in Help-Desk 

Calls

How the YubiKey Works
Register the YubiKey 
To use the YubiKey, go to the Security Settings 
of a supported service and select two-factor 
authentication

Insert YubiKey & tap
On a computer, insert the YubiKey into a USB-port 
and touch the YubiKey to verify you are human and 
not a remote hacker

Tap on phone
For NFC-enabled phones, just tap a YubiKey NFC 
against the phone to complete authentication



Integrated with leading IAM 
solutions 
● The YubiKey integrates out-of-the-box 

with Office 365 accounts federated via 
Identity and Access Management solu-
tions such as Okta, Ping Identity, RSA, 
and Duo.

Works with Azure MFA and Active 
Directory
●  Multi-protocol YubiKey 5 Series security 

keys enable logins using OTP via Azure 
MFA, as well as using Smart Card infra-
structure to Active Directory accounts.

Native passwordless support with 
Azure AD 
● The YubiKey can authenticate directly 

with Azure Active Directory accounts 
using passwordless logins (currently in 
public preview).

Access via Microsoft Accounts
●  The YubiKey is natively supported by 

Microsoft Accounts enabling easy secure 
access to Office 365 and more.
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About Yubico Yubico sets new global standards for easy and secure  
access to computers, servers, and Internet accounts. Founded in 2007, Yubico 
is privately held with offices in Australia, Germany, Singapore, Sweden, UK, 
and USA. Learn why nine of the top 10 internet brands and millions of users in 
more than 160 countries use our technology at www.yubico.com.

Modern Authentication with a Touch

FIDO2 and U2F
● Yubico co-authored the FIDO2 and U2F standards with 

Microsoft and Google and is a founding member of the 
FIDO Alliance

One Time Password
● Enable OTP to integrate with legacy systems which 

cannot be easily modernized.

Smart Card/PIV
● The YubiKey supports out-of-the-box native integration 

for the Microsoft environment, enabling rapid deploy-
ment

Multi-protocol authentication support
The YubiKey supports multiple methods for authentication, enabling the same key to be used 
across services and applications.

Trusted authentication leader
Yubico is the principal inventor of the WebAuthn/FIDO2 
and U2F authentication standards adopted by the FIDO 
alliance and is the first company to produce the U2F se-
curity key and a multiprotocol FIDO2/WebAuthn authen-
ticator. Yubico’s technology is deployed and loved by 9 of 
the top 10 internet brands and by millions of users in 160 
countries. 


